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January 2022 

 
 
Nichols Hills State-of-the-City Letter From Peter Hoffman 

 

 

 

Dear Friends: 

 

Happy New Year everyone!  I hope this letter finds you in good health and good spirits. We are 

truly blessed to live in our wonderful Nichols Hills community and I am pleased tell you that, in 

spite of all the many challenges experienced over the past couple of years, our City has continued 

to thrive. As we begin the new year together, I thought I would take a moment to highlight some 

of the many good works accomplished by the hard working committed individuals of our City. In 

particular, let me say how grateful we are for the excellent operational leadership of our City 

Manager, Shane Pate. Shane demonstrates high intelligence, incredible work ethic, integrity and 

an attitude of cheerful willingness to do whatever it takes to do the best job possible. 

 

Regarding housing related actions, much continues to happen in this most important area. In 2021, 

the City Council adopted eight ordinances enhancing residential development requirements 

concerning drainage, lot coverage, floor area ratio, maximum building heights, design guidelines, 

exterior building materials and Building Commission review. These ordinances were developed 

over many months at several public hearings before the Building Commission, Planning 

Commission and City Council; and, we believe they will significantly enhance the City’s ability 

to maintain the highest quality building standards for residential development in our community.  

Plus, operationally, we now have more code enforcement personnel to supervise and monitor all 

construction activities. 

 

With regard to safety and security, the City Council awarded a $3 million contract to construct 

an addition to the Fire Station at City Hall, install bullet-resistant glass, and add a stone and brick 

barrier around the parking lot for our police and fire vehicles. The fire station addition will include 

new office spaces and a training center, ensuring that our firemen have everything they need in 

order to prepare for any emergency.  

 

Regarding our Police Department and public safety, in 2021 the City Council approved the 

purchase of four additional police cars, which will result in fewer maintenance costs, prolong the 

lifespan of our police vehicle fleet, and allow our officers to have their own vehicles. And, we are 

increasing our efforts in the areas of  traffic calming and pedestrian safety.   

 

Street paving remains a high priority and we are intensifying our efforts to do more each year. In 

2021, we repaved the 1500 Block of Buttram Road, the 7100 & 7300 Blocks of Nichols Road, the 

1500 Block of Guilford Lane and the 1400 & 1500 Blocks of Bedford Drive. In December of 2021, 

the City Council issued $3 million in bonds to repave the 6500 & 6800 Blocks of Avondale Drive, 

the 7600 Block of Dorset Drive and some miscellaneous panel replacements throughout the City.  

These projects will occur in 2022.  
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Water is a critical issue and your City continues to work hard to ensure long term sustainable 

water supplies.  In 2021, the City issued $2.5 million in bonds to construct a water treatment plant, 

which will further improve water quality, increase volume capabilities and soften the water. Our 

City Engineer has collaborated with Public Works Director, Randy Lawrence and the Oklahoma 

Department of Environmental Quality in order to plan and gain authorization to begin construction 

in 2022. Importantly, we are also continuing to maintain and re-drill existing water wells and are 

actively engaged in acquiring new supplies. 

 

Revenue and financial stability are areas of primary focus. In spite of the many challenges, 

disruptions and economic uncertainties presented by the Covid-19 pandemic, Nichols Hills has 

continued to flourish. I am pleased to report that our conservative stewardship of public funds 

enabled us to prosper financially in 2021. City staff and management have continued to do an 

outstanding job of balancing the budget and we have just received another AA+ rating from S&P 

Global. Also, we received an “unqualified” independent audit from Finley & Cook, which is the 

best possible outcome in an audit. This kind of municipal financial stability is rare in today’s world, 

and I hope everyone appreciates the excellent job being done by all City employees, in particular 

our financial staff, led by Finance Director/City Clerk, Amanda Copeland.   

 
The City has made great strides toward improving the overall quality of life in our community. In 

2021, the City Council approved a pilot tree-planting and landscape project to enhance the public 

right-of-way along Western Avenue between Marlboro Lane and Glenwood Avenue. This project 

involved planting a variety of trees and shrubs along Western, which both serves to beautify the 

area and act as a sound barrier and air purifier along this noisy, heavily-trafficked corridor.  

 

In 2021, the City Council also issued $630,000 in bonds for the purpose of adding contouring, 

landscaping, and trails in Grand Boulevard Park, as well as more dog waste stations and trash 

receptacles in various parks throughout the City. 

 

Continuing the theme of park beautification in our City, the City Council recently received a 

very generous $1.5 million donation from the Love Family Foundation to improve portions of 

Grand Boulevard Park between Huntington Avenue and Bedford Drive. The project, to be named 

Love Family Park, will make significant tree and landscaping improvements, install a water 

feature, construct a facility to display sculptures and install ADA-accessible pedestrian sidewalks. 

This is a continuation of the important work we started many years ago to renovate Grand 

Boulevard Park. The improvements are anticipated to be completed in 2023. On behalf of the City, 

I want to extend a heartfelt thank you to the Love Family for their incredible generosity toward 

improving the quality of life for our citizens. We would also like to thank resident Pete Everest, 

who generously donated the new trees to the Love Family Park. I cannot wait to enjoy this new 

park with all of you. 

 
Looking to the future, it is evident that both the pace and size of our surrounding developing world 

are gathering in speed and intensity and it will require continued vision, wisdom, discipline and 

24/7 obsession with the job in order to successfully navigate through it all. We must safeguard the 

historical magnificence of our beloved community while, at the same time, encourage and support 

that which will make our City an even more beautiful masterpiece than it is today. 

 



 4 

There are many facets of this ongoing evolution process but two in particular are noteworthy.  First, 

there is the need for a formal NH City Sustainability Plan. I would like to thank Nancy Herzel, 

Chair of our Environmental Health and Sustainability Commission and John Kennedy for leading 

this most important effort. The Plan will be a comprehensive guidebook for the future, serving as 

a key resource for policy making. Second, the City is embracing the challenge presented by the 

worldwide transition to fleet and infrastructure electrification.  

 

In closing, I want to thank all the City employees, Commissioners, Committee members, my City 

Council partners, Steve Goetzinger and Sody Clements, and the numerous volunteers who have 

worked so diligently on behalf of our citizens. I am grateful for the support, encouragement, and 

kind words regarding the progress the City has made during this past year. It is an honor to be part 

of this most excellent team and I look forward to a great new year together. We have come far, 

good people, but we have yet many more miles to go.  

 

Your friend and Mayor, 

 

 
E. Peter Hoffman Jr. 
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City Council Report 
 
 

 

            
         Mayor                       Vice Mayor              Councilmember 

E. Peter Hoffman        Steve J. Goetzinger        Sody Clements 

 

      The City of Nichols Hills is a Charter-

Manager form of government. The Council elects 

a mayor and vice mayor from among its 

members. The Council appoints a City Manager, 

City Attorney, City Treasurer, Municipal Judge 

and Associate Judges, enacts ordinances and 

resolutions, and raises revenue. The Council also 

appoints members to boards and commissions 

and makes inquiries into operation of the various 

city departments.  

 

      A Busy Year… 

 

     In 2021, the Nichols Hills City Council 

adopted the City’s annual budget; reviewed and 

accepted the City’s independent financial audit; 

adopted 13 ordinances and 32 resolutions; 

awarded 36 contracts, approved 5 events; 

conducted 12 regular meetings, and 10 special 

meetings; made 15 appointments, and issued 3 

special permits to cellular/phone network 

providers.  

 

      The Pandemic Saga Continues… 

 

      The Coronavirus (Covid-19) pandemic 

continued to be a major focus for the City Council 

in 2021, but with the City learning to adapt and 

thrive despite the pandemic’s many disruptions.  

Among these adaptions included several 

conversations with EMSA, our local ambulance 

service provider, regarding necessary increased 

response times.    

 

     Bond Projects Underway… 

 

      In 2021, the Council also issued $7.8 million 

in general obligation bonds for improvements to 

the City’s streets, sanitary sewer system, police 

vehicles, water system and technology 

infrastructure, and improvements to the Public 

Works Facility.  Later in the year, the City 

Council also issued $8.3 million in general 
obligation refunding bonds, which refunded 

outstanding bond obligations of the City to 

provide over $400,000 in annual debt service 

savings to the City. 

 

     Investments in our Staff and Community…  

 

      The City Council also made several 

investments in City staff and the community in 

2021.  Notably, the City Council partnered with 

the Nichols Hills Plaza ownership group, 

Washington Prime, to hold the second annual 

Community Day festival in the Plaza.  The event 

was tremendously successful, providing 

opportunities for the community to touch police, 

fire, and public works vehicles, enjoy inflatable 

bounce houses, a petting zoo, listen to live music, 

play games, and shop in the Plaza.  Also, the City 

Council coordinated with City staff and a local 

architect to review and approve final plans for an 

addition to the fire station at City Hall, renovate 

some of the office space for administrative staff, 

and construct a brick and stone barrier around the 

perimeter of City Hall to provide enhanced 

security for police and fire vehicles.  A contract 

for this work was awarded and construction 

commenced late in 2021.  The project is 

anticipated to be complete in the fall of 2022. 
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Building Commission 

  

     The Building Commission considers applications for certificates of approval for the moving, 

demolition, and construction of, or additions to, main or secondary buildings in the City.  The City 

Council appointed commissioners based on their expertise in various fields of construction.  The 

appointed Building Commissioners are (in order pictured below) John Lipper (Chair), Rusty 

Caston (Vice Chair), Larry Herzel, Victoria Raines, and Jeff Oakley.  

 

       
 

     The Commission met fourteen times in 2021 to consider approval of issuance of certificates of 

approval for new homes and additions to existing homes, as well as review and recommend City 

Council approval of amendments to the City Code regarding storm drainage requirements, 

definitions to the Zoning Code, floor-area-ratio and lot coverage limitations on development, and 

exterior lighting requirements.   In 2021, the Building Commission considered twenty-six different 

applications for certificates of approval, granting twenty-three applications, and denying three.  

The applications for certificates of approval concerned the following addresses: 

 
• 1707 Elmhurst Avenue (new main building) 

- approved 

• 6408 Briarwood Ln. (addition) - denied  

• 1601 Randel Rd. (addition) - approved 

• 1121 Belford Ave. (addition) - 

approved 

• 1109 Hemstead Pl. (new main 

building) - approved 

• 1816 Coventry Ln. (new main 

building) - approved 

• 1812 Dorchester Pl. (new main 

building) - approved 

• 1719 Windsor Pl. (new main building) - 

denied 

• 1703 Pennington Way (new main building) - 

denied 

• 1641 Queenstown Rd. (new main building) - 

approved 

• 1601 Queenstown Rd. (addition) - approved 

• 6618 N. Hillcrest Ave. (addition) - approved 

• 1914 Huntington Ave. (new main building) - 

approved 

• 1709 W. Wilshire Blvd.  (addition) - 
approved 

• 1212 Larchmont Ln.  (addition) - approved 

• 1806 Dorchester Pl. (addition) - approved 

• 6408 Briarwood Ln. (addition) - approved 

• 7301 Waverly Ave. (addition) - approved 

• 6800 N.W. Grand Blvd. (addition) - 

approved 

• 6820 N.W. Grand Blvd. (new main 

building) - approved 

• 1719 Windsor Pl. (new main building) - 

approved 

• 1400 Camden Way (new main building) - 

approved 

• 7005 Trenton Rd. (new main building) - 

approved 

• 7301 Waverly Ave. (new main building) - 

approved 

• 1801 Coventry Ln. (addition) - approved 

• 1834 Dorchester Pl.  (new main building) – 

approved 
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Planning Commission 

 

   

  
 

The Planning Commission consists of 

six members, each appointed for a term of 

three years.  The members of the 

Commission are (pictured above in order 

listed) John McCaleb (Chairman) , Barbara 

Gilbert, Tim Cheek, Ron Byrne, Michael 

Biddinger, and Doug Franklin.  The Planning 

Commission has the power to promote public 

interest in the orderly and aesthetic 

development of the City, consider and make 

recommendation to the City Council 

regarding applications for land use, zoning or 

subdivision changes, special permits, 

annexation ordinances, and revisions to the 

comprehensive plan. 

 

 In 2021, the Planning Commission 

conducted eight regular meetings.  At these 

meetings, the Planning Commission 

considered ten ordinances amending the 

zoning code, one application to rezone 

property at 6820 NW Grand Boulevard, and 

one application for a special permit regarding 

antenna equipment on a city water tower. 

 

 

 

 

Board of Adjustment 

 

   

  
 

The Board of Adjustment consists of five 

members, each appointed for a term of three 

years.  The members are (pictured above in order 

listed) Robert Slater (Chairman) John Covington, 

Edward Clements, Larry Herzel, and Kathy 

Lippert. The function of the Board of Adjustment 

is to hear and decide appeals from decisions or 

determination made by an administrative official 

in the enforcement of the City Code.  The Board 

can also authorize in specific cases a variance 

from the terms, standards, and criteria that pertain 

to an allowed use category within a zoning 

district. 

 

        The Board of Adjustment meets the third 

Wednesday of every month if there is a case to be 

heard.  In 2021, the Board of Adjustment 

conducted six public hearings, considering five 

applications.  The Board approved a variance to 

the rear and west side yard setbacks for an 

addition to a main building at 1209 Mulberry 

Lane.  The Board approved a variance to the east 

side setback to a main building at 1221 Marlboro 

Lane.  After two public hearings, the Board 

granted a variance to the rear and east side yard 

setbacks to a main building at 1400 Camden Way. 

After two public hearings, the Board granted a 

variance to the east side yard setback to a main 

building at 1821 Westminster Place.  The Board 

also granted a variance to the west and east side 

yard setbacks to a main building at 1801 

Coventry Lane.  
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Nichols Hills Environment, Health, and Sustainability Commission 

 
The Nichols Hills Environment, Health, & Sustainability Commission (EHSC) resumed 

meetings in October of 2021 and reports the following: 

 

●  BUTTERFLY GARDEN:  Stephanie Jordan from The Nature Conservancy gave a 

presentation regarding the current plight of the Monarch butterfly.  After her presentation, the 

Commission approved a plan from Sweet Leaf to establish a Monarch butterfly garden in the area 

adjacent to the Nichols Hills United Methodist Church.  With major funding provided by Planet 

Nichols Hills (Kathy Walker, President) the EHSC presented the plan to the Nichols Hills Park 

Commission and the Nichols Hills City Council with unanimous approval. 

 

●  HAZARDOUS WASTE AND RECYCLING EVENT:  Nichols Hills Public Works 

Authority planned and held this event on the 4th Saturday in September from 9AM to 12PM in the 

North parking lot of Nichols Hills Plaza.  Randy Lawrence, Director of Nichols Hills Public Works 

Authority, spearheaded the event and the EHSC helped with volunteers. Many residents attended 

which meant a lot of waste was diverted from land-fill.  During the event, stormwater runoff 

brochures were given to the residents.  The EHSC voted to make this an annual event in September 

and will work with Public Works. 

 

●  STORMWATER RUN OFF:  Walt Gibson, Nichols Hills Storm Water Code Officer, gave an 

informative presentation regarding stormwater runoff and associated problems with pollutants. 

Water quality in Nichols Hills was also discussed.  EHSC members were given an informative 

stormwater hand-out. 

 

●  CITY OF NICHOLS HILLS SUSTAINABILITY PLAN:  The EHSC approved a DRAFT 

of the City of Nichols Hills Sustainability Plan. The plan will be developed over the next 18 months 

with help from city staff, citizens and experts.  The main focus of the EHSC will be how residents 

can be a part of sustainability efforts in the City. 
 

Nancy Herzel 

Nancy W. Herzel 

NH EHSC Chairman 
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Municipal Court 

 

 

 

The Municipal Court is a 

Court Not of Record.  

That simply means no 

recording is made of court 

proceedings and any 

appeal from the Court is a 

trial “De Novo” (start 

from the beginning) in the 

District Court of Oklahoma County.  The 

Court hears all cases involving violations of 

Nichols Hills ordinances, including traffic 

offenses, neighbor disputes, animal 

violations, code violations, and juvenile 

matters.  

 

      We hope and believe that persons 

appearing in Nichols Hills Municipal Court 

feel they are afforded a courteous forum to 

defend their rights and that regardless of the 

outcome, justice has been served.  The 

Honorable Kevin Krahl (pictured above) 

presides over the Nichols Hills Municipal 

Court, and in his absence 

one of our Associate 

Judges, Judge Stephen 

Haynes or Judge Stephen 

Sherman, presides over 

the court.  The City 

Prosecutor is Pope 

VanCleef (pictured to 

right).  Court Clerk Nikki 

Brown performs the daily 

administrative functions 

of the court.   

 

 

 

Court is held the first and third Wednesdays 

of each month.  The traffic docket is held at 

10:00 a.m. and the juvenile docket and trials 

are held at 9:00 a.m.  In 2021, 1,259 citations 

were issued and processed through the 

Municipal Court.  The total amount collected 

in fines and costs was $124,751.62, 

excluding state-mandated fees or collection 

fees. 

 

City Attorney 

 

      City Attorney John 

Michael Williams has 

been with the City since 

2008.  As City 

Attorney, John 

develops ordinances, 

resolutions, reviews 

and modifies a number 

of contracts, and 

renders legal opinions 

to the City Council, 

City Manager, and to the various boards and 

commissions throughout the City.  John also 

serves as Bond Counsel to the City for each 

of the general obligation bonds it issues each 

year. 
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Administration/Finance 

 
It has been a good year for the 

Administration/Finance Department.  The 

City implemented a Covid-19 vaccination 

incentive program to start off the year. The 

program was well received, and we were 

contacted by news outlets and several other 

cities wishing to adopt similar policies for 

their employees.  We worked hard to find 

vaccination appointments for employees and 

administer the incentive benefits. We will 

continue to find ways to help protect staff 

from Covid-19 and provide other health and 

wellness benefits. 

 

In June 2021 our Court Clerk, Nikki 

Brown, received her Mastery Certification 

through Oklahoma State University Spears 

School of Business-Center for Executive and 

Professional Development. In 2018, Nikki 

became a Certified Court Clerk with 36 

education hours. The mastery certification 

requires an additional 34 hours plus 6 

Mastery level classes for a total of 76 

education hours. Along with her own 

training, Nikki served in various capacities 

on the Board of Court Clerks for over 4 years 

to assist other court clerks across the state. 

Nikki also completed her 10th year as an 

employee of Nichols Hills. We appreciate the 

pride she takes in her work, and we all benefit 

from her years of experience.  

 

 
 

In December, we welcomed Rachel 

Gerber to our team as the new Utility Billing 

Clerk. Rachel has experience with utilities 

from a couple other cities as well as many 

years of customer service experience with 

AT&T. We are really excited at how well 

Rachel fits into our team and her eagerness to 

pick up this new job. Rachel loves to meet 

new people so stop by and meet her. 

 

 
 
Financial Stewardship Developments 

 

  In January, the City issued the 2021 

GO Bond Series for $7.8 million with an 

impressive interest cost of 0.886%. The 

proceeds of this GO Bond issue will fund 

paving projects, a water treatment facility, 

and several other various projects. With such 

favorable interest rates, the City was able to 

issue $8.3 million of 2021 GO Refunding 

Bonds, resulting in a cash flow savings over 

$400,000.  The City’s Financial Advisor, 

BOK Financial, and Bond Counsel, 

Williams, Box, Forshee & Bullard, P.C., 

worked numerous hours to ensure the City 

received such favorable outcomes on both 

bond series. 

 

Sales tax took a bit of a dip at the 

beginning of the pandemic but has 

significantly improved since. Sales tax 

revenue increased 16.9% in calendar year 

2021 over 2020 and use tax saw a 15.7% 

increase in the same time period. In calendar 

year 2021, the City also received $303,542 in 

CARES Act money to help offset Covid-19 
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expenses, $343,896 in ARPA funds to be 

used on certain approved programs, and 

$823,938 in FEMA money to reimburse ice 

storm expenses from 2020.  

 

The City continued to practice good 

stewardship of the public funds it manages in 

2021. As has been the case for many years, 

the City received an “Unqualified” 

independent audit in 2021, which is the best 

possible outcome in an audit. The term 

“unqualified” means that, in the auditor’s 

opinion, the City’s financial statements 

conform to Generally Accepted Accounting 

Principles (GAAP), and statements represent 

the City’s financial accounts fairly. In 2021, 

the City also received an AA+ credit rating 

from S&P Global for the fifth time. The 

City’s retirement plan continues to remain 

fully funded. Additionally, the City’s General 

Fund ended FY 2020-2021 with a $905,895 

surplus and the General Capital Improvement 

Fund had $1,252,141 set aside for future 

capital purchases. 

 

 
Where Does the Money Go? 
 

 
General Fund Expenditures By Source 

 

Where Does the Money Come From? 
 

 
General Fund Revenue By Source
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Police Department 

 

 
 

The City of Nichols Hills maintains a 

crime rate which is consistently lower than 

the state average. This is accomplished by the 

police department working with the 

community in a combined effort to reduce 

crime and increase quality of life in the City 

of Nichols Hills. Community involvement 

and proactive policing is imperative in 

making the City of Nichols Hills a thriving 

and desirable city to live in and visit. The 

chart below is a representation of 2020 crime 

statistics released by the Oklahoma State 

Bureau of Investigation. Data for 2021 will 

not be released until mid-July of 2022. 

 

 
 
 

Notable Incidents, Arrests, and Convictions 

 

Brianne Shepard 

 

On 01/15/2021 officers were 

dispatched to a residence in reference to a 

burglary. It was discovered someone had 

entered an open garage door and was present 

when the homeowners returned home. The 

suspect, Brianne Shepard, hid and remained 

in the garage overnight. Ms. Shepard stole 

property from the garage when she fled the 

residence in the morning. Detective 

Ridgeway located an item stolen from the 

residence in an Oklahoma City pawn shop. 

Through the investigation, Detective 

Ridgeway identified Ms. Shepard as the 

suspect. Detective Ridgeway interviewed 

Ms. Shepard while she was in custody at the 

Oklahoma County Detention Center and 

received a full confession. Ms. Shepard has 

been charged with 2nd Degree Burglary.  

     

Megan Norwood 

 

In February 2021, a resident reported 

several items missing from their residence, 

which included jewelry and silverware. 

Through the investigation it was determined 

a housekeeper, Megan Norwood, was 

responsible for stealing numerous items from 

the resident valued at approximately 

$78,000.00. Mrs. Norwood has been charged 

with 23 counts of Grand Larceny from a 

House. Mrs. Norwood also faces charges 

stemming from similar incidents in 

Oklahoma City.   

 

Damieon Keshon Rutland 

 

On 5/08/2021 at 1123 hours, Cpl. James 

McGinley was on routine patrol when he 

located a vehicle displaying a stolen license 

plate. Cpl. McGinley initiated a traffic stop 

and took the driver, Damieon Keshon 

Rutland, into custody. Cpl. McGinley learned 
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Mr. Rutland was wanted for murder in Fulton 

County Georgia. Mr. Rutland was booked 

into the Oklahoma County Detention Center 

where he was later extradited to Georgia.  

 

 

Next Generation 9-1-1 

 

911 systems were originally built 

using analog rather than digital technologies, 

public safety answering points (PSAPs) 

across the country need to be upgraded to a 

digital or Internet Protocol (IP)-based 911 

system, referred to as Next Generation 911. 

The City of Nichols Hills, working in 

conjunction with ACOG (Association of 

Central Oklahoma Governments), are 

working toward the implementation of 

upgraded 9-1-1 technologies. ACOG has 

been essential in providing the City of 

Nichols Hills with Next Gen 9-1-1 status 

updates, equipment installations, and 

training. Enhanced features of Next 

Generation 9-1-1 include a faster and more 

resilient system, improved location abilities, 

and abilities to receive text, photos, and 

videos. The transition to Next Generation 9-

1-1 is currently underway and is expected to 

be complete and operational Spring of 2022.  

 

 

Staff Highlights  

 

The police department is currently comprised 

of 22 full-time employees:  

 

15 - Sworn Police Officers 

5 – Dispatchers   

1 – Animal Control Officer 

1 – Records Clerk 

 

Officers and dispatchers conducted over 790 

hours of continuing education and training 

during 2021. 

 

Cpl. David Eischeid and Cpl. Adam Laster 

attended 40 hours of CIT (Crisis Intervention 

Training) this year. The purpose of CIT 

training is to reduce the risk of serious injury 

or death during an emergency interaction 

with people in mental crisis. The Nichols 

Hills Police Department has 8 certified CIT 

officers with 2 more officers scheduled to 

complete CIT Training in 2022. 

 

Cpl. Taylor Greenwood became a 

member of the Oklahoma County Tactical 

Team this year. Cpl. Greenwood successfully 

passed all tactical team evaluations, 

demonstrating exemplary abilities in physical 

fitness and firearms proficiency. As a 

member of the Oklahoma County Tactical 

Team, members are on-call and respond to 

high-risk incidents throughout Oklahoma 

County that require special operations and 

tactics. On December 8, 2021. Cpl. 

Greenwood and members of the Oklahoma 

County Tactical Team responded to a 

residence in eastern Oklahoma County in 

reference to a subject shooting at deputies. 

Upon arrival, the suspect continued to fire a 

rifle at members of the tactical team. The 

suspect was ultimately taken into custody, 

and no one was injured. Cpl. Greenwood’s 

commitment to the community is 

immeasurable and he represents the Nichols 

Hills Police Department honorably and 

professionally.  

 

 

 
Christina Turquette 
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Christina Turquette was hired in August 2021 

as a full time Communications Officer. 

Christina is an experienced dispatcher and 

was previously employed with the Logan 

County Sheriff’s Office. 

 

 

 
 
Radio log entries by time 
 
Day of 
Week 

00 AM - 
03 AM 

03 AM - 
06 AM 

06 AM - 
09 AM 

09 AM - 
12 PM 

12 PM - 
03 PM 

03 PM - 
06 PM 

06 PM - 
09 PM 

09 PM - 
12 AM 

Monday  187   61  580 338  398 381  129 513  

Tuesday  172  64  609  296 405  392 130 537  

Wednesday  155 86  599  333 409 403  141  536  

Thursday  185  79  532  342  421 401  164 512  

Friday  156 99  582 309  389  399  183  555  

Saturday  206  73  463  245  377  318  185  535 

Sunday  195  94   458  229  347  315  136  492 

 
Crime Statistics  

 

Nichols Hills experienced a decrease in the number of burglaries and a slight increase in the 

number of reported auto-burglaries this year.   

 

 
 
The following is a small sample of the types of calls our officers responded to in 2020 and 2021. 
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Call Type 2021 2020 

Accident - Hit and Run  19 6 

Accident - Property Damage  77 40 

Accident - With Injury  10 4 

Alarm Business  99 113 

Alarm Residential  637 592 

Assist - Outside Agency  141 113 

Burglary - Residential  13 11 

Domestic  15 11 

DUI Arrest  4 6 

Larceny From a Vehicle  35 21 

Motor Vehicle Theft  17 3 

Traffic Arrest  14 0 

Traffic Stop  1326 758 

Traffic Citation 943 553 

Traffic Warning 1065 579 

 
 

In 2021, the Police Department received report information on approximately 13 burglary 

(residences, residences under construction, businesses) calls in various locations throughout the 

city.  The following is a map of the general locations of those burglary calls (pins may represent 

multiple incidents).  
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In 2021, the Police Department also received numerous auto burglary calls.  The 

following map depicts the general locations of many of those incidents (pins may represent 

multiple incidents). 
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 Nichols Hills Fire Department 
2021 Annual Report 

 

 
 

Planning for the Future While Managing 

the Present 

 
As 2021 began, all shifts started 

annual life and safety inspections on 

commercial buildings throughout the city. 

Many firefighters received their second 

Covid-19 vaccination offered to employees at 

City Hall. The Fire Department continued 

overcoming challenges posed by the virus 

with filling shift staffing for members who 

contracted the virus or had an exposure.  Fire 

department personnel spent a tremendous 

amount of time throughout the year carefully 

planning in the design of the fire station 

remodel and addition project.  

 

     The Fire Chief’s and City Manager 

attended numerous meetings with EMSA to 

discuss improving response times, staff 

shortages, and worked to find solutions to 

bridge the gap. We also met with numerous 

other EMS transporting agencies to discuss 

what types of service they could provide to 

Nichols Hills.  

 

     The department looked at a variety of fire 

engines and ladder trucks as we prepare to 

purchase two new fire trucks in the upcoming 

year. The department partnered with 

Oklahoma Blood Institute and a mobile blood 

drive at City Hall. There were fifteen (15) 

child safety seat installations and seven (7) 

life and safety final inspections for new 

businesses in 2021. 

      

     In October, the department participated in 

the Nichols Hills Community Day event held 

in the plaza. Blue shift utilized a fire 

extinguisher prop to teach the public how to 

properly use a fire extinguisher. The month 

of October is National Fire Prevention 

month. Several shifts attended local schools 

and church daycares, teaching children about 

fire safety. 

 

     In December, we were notified that we 

received funds in the amount of $823,938.47 

from a 75/25 FEMA reimbursement grant 

that was applied to recoup costs from of the 

October 2020 ice storm. We are currently 

waiting for approval on a Category-Z FEMA 

reimbursement grant for management costs 

in the amount of $9,068.56 dollars from the 

ice storm. 

 

Yearly Maintenance 

 

     FIT testing was performed on all 

firefighters self-contained breathing 
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apparatus face masks. This test ensures the 

masks have proper seals to keep toxic 

products out of the firefighter airways. 

Annual pump testing was completed on both 

fire apparatuses and a ladder test was 

completed on the aerial ladder. Annual fire 

alarm and fire sprinkler testing was 

completed on the City Hall complex. A 5-

year internal inspection was completed on the 

fire sprinkler piping also. Each piece of fire 

hose was pressure tested for any defects in the 

hoses. All fire hydrants were inspected, and 

flow tested throughout the city. 

 

New Equipment Purchased 

 

     Nine self-contained breathing apparatus 

cylinders were purchased to replace cylinders 

that were set to expire. A new cardiac heart 

monitor Life Pak 15 and AED was 

purchased. Four water rescue bags with life 

jackets and throw ropes were added to our 

rescue equipment and an order for four new 

sets of personal protective gear was placed. 

 

 

2021 Call Report 

 

 
      
     The Nichols Hills Fire Department responded to a total of 800 calls in 2021. This is a record 

number of calls dating back to 1997. 

 

     The overall average response time for all calls was 4 minutes and 12 seconds. 

 

Fires                               23                       Ward – 1 33% 

EMS                               209                     Ward – 2 22% 

Hazardous Conditions   40                        Ward – 3 22% 

Service Calls                 356                The Village – 24% 

False Calls                    172                        
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Training Summary 

 

 
 

     In 2021, the Fire Department totaled 2,257 

man-hours of training. The department 

conducted internal shift training with 

monthly assigned training topics throughout 

the year. Department personnel attended 

training outside the department. Chief Reyes 

and Captain Mays traveled to Phoenix, 

Arizona for a Blue Card Incident Command 

Train the Trainer and Mayday course. With 

this certification they can train our 

firefighters on the blue card system along 

with signing off on continuing education 

requirements.  

 

     Inter-departmental training was 

conducted as well with The Village Fire 

Department and some with Oklahoma City 

Fire Department. Interdepartmental training 

topics for the year Included a water rescue 

class, Mayday training, Auto extrication and 

Hazardous Materials operations level 

refresher.  

      

     Our department partnered with Eastern 

Oklahoma County Technology Center and 

OSU-OKC University and hosted fire 

academy students with station rotations 

throughout the year. During this time, the fire 

academy students are assigned to intern at 

numerous departments in the central 

Oklahoma area. The students work an 8-hour 

shift learning the job of a firefighter. This 

program has benefited our department as we 

have seen some students who interned with 

us return and apply with our department 

when we have an opening.  

 

 
     

 
Certifications obtained in 2021 

 
• Chief Boydston: Fundamentals of 

Emergency Management, Blue Card 

Command recertification. 

 

• Chief Reyes: Blue Card TtT, Blue Card 

Mayday management, NFA-Leadership in 

Supervision, Fire Investigation for 1st 

responders, CPR and EMS instructor, Car 

seat tech. 

 

• Captain Mays: Blue Card TtT, Blue Card 

Mayday management, swift water tech II. 

 

• Lieutenant Burchett: Car seat tech. 

 
• Driver Sanderson: Fire Officer II, swift 

water tech II, NIMS ICS 400. 

 

• Driver Ley: Fire Instructor II, Fire Officer 

II. 
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Public Works 

 

   

Public Works is made up of seven divisions: 

 

➢ Administration 

➢ Water & Wastewater Line 

Maintenance 

➢  Street Maintenance  

➢ Water Wells 

➢  Sanitation 

➢  Code/Storm Water  

➢  Building Inspections. 

 

The Public Works Department has 26 

employees. The water, wastewater, and street 

personnel have been cross trained in the 

various job functions. This has allowed each 

department to staff for normal demand, but 

be able to respond, in force, to peak demand. 

The administrative staff, which has also been 

consolidated, functions much the same way 

as operations. 

 

Administration 

 

Public Works Administration is currently 

staffed by The Director of Public Works 

(Randell Lawrence) and the Deputy Director 

of Public Works (Aaron Buckman). The 

primary responsibilities of the Director and 

Deputy Director of Public Works are to 

oversee the day-to-day operations of the 

departments, personnel, equipment, and 

infrastructure of the City.
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Sanitation Division 

 

The Sanitation Division is currently 

staffed with a total of 10 employees. The 

Division currently has 3 Sanitation Trucks 

used for collecting household solid waste. 

The collection process for each household is 

currently twice a week and is a house side 

service. The Sanitation Division collects 

solid waste from approximately 1,800 

residents. There are two trucks that run 

during collection time which includes one 

driver and four carriers per truck. The third 

truck is utilized as a backup truck during 

times that one of the other trucks may be 

receiving service or when the City 

experiences heavier loads.  

 

 The total weight of solid waste collected 

this year was 2,157.53 tons. The cost of the 

collection of solid waste for 2021 was 

$51,614.10 

                                                                                                       

Street Division 

The street Division is staffed by three 

employees. They are responsible for crack 

sealing, potholes, street signs, and the 

maintenance and repair of approximately 29 

miles of streets.  

This year the Street Division applied 

approximately 13.03 tons of asphalt and 1.5 

tons of cold patch for street repairs and has 

also collected 154 cubic yards of debris to 

help ensure that The City of Nichols Hills’ 

streets were maintained adequately enough to 

provide safe and hazard free terrain for 

transportation purposes. 

 

Water Well Division 

 

Water/Wastewater Division 

Three employees are assigned to the water 

and wastewater department. They are 

responsible for locating, maintaining & 

repairing approximately 31 miles of 

waterline and 52 miles of wastewater lines. 

This year the department repaired 7 water 

main breaks, which was 3 more than was 

repaired during 2020, and cleared 4 sanitary 

sewer blockages, which was equal to 2020. 

This Division also performed preventive 

maintenance on 5,837 linear feet of sanitary 

sewer line. 

This Division is also responsible for the 

installation and maintenance of all water 

meters in the City’s infrastructure.  16 new 

services were installed this year, which 

increased the number of water meters in the 

system to 2,780.            

 

The City of Nichols Hills receives water 

from 23 water wells located mostly east of 

town and along Wilshire Boulevard. These 

wells, along with the pumping station, are 

controlled remotely by a SCADA system 

located within a control room at Public 

Works. As of 2021, we have completed the 

rehabilitation of water well 17 located just 

east of town to help ensure that we continue 

delivering the best quality and volume of 

water possible to our customers from within 

our system. These wells pump water from the 

Garber-Wellington aquifer. Three employees 

are responsible for the operation and 

maintenance of our wells and water 

laboratory. 

Water is tested every day by our 

employees for water quality checks and 

compliance testing done by the Department 

of Environmental Quality. The well operators 

also operate our water storage and booster 

house. Nichols Hills has 2 two-million-gallon 

ground storage tanks, 1 four-million-gallon 
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blending tank and an additional 750,000 

gallons of elevated storage in the distribution 

system. In 2021 the City produced 

438,743,064 gallons of water to meet the 

demand for potable, irrigation, and fire 

protection. 

 

Building Inspections 

 

The inspection and permit divisions 

provide electrical, plumbing, mechanical, 

and building permits as well as inspections 

and assistance in complying with codes and 

ordinances which have been established for 

the safety and welfare of Nichols Hills 

residents. The building inspection division 

reviews construction plans and consults with 

homeowners, architects, and others. This 

division provides information for the 

Planning Commission, Board of Adjustment, 

and provides administrative and control 

services for the city permit and license 

programs. 

 

During the calendar year of 2021, we 

welcomed Andrew Rice, who has joined our 

Building Code/Inspections Division team to 

help with daily inspections utilizing our 

inspection software.  He also helps receive, 

analyze, and prepare documents needed by 

the Building Commission and Planning 

Commission.   

 

We also welcomed Jason Mathis who has 

also joined our Building Code/Inspection 

Division team to help with daily inspections 

utilizing our inspection software.  He also 

helps receive, analyze, and prepare 

documents needed by the Building 

Commission and Planning Commission.   

 

Dillion Thompson who has been working 

diligently for our Building Code/Inspections 

Division team and since has been promoted 

to the Chief Building Official position.   

 

Kelly Hurley retired in July 2021 after 

working over 17 years as the City of Nichols 

Hills Building Inspector.  He brought a lot of 

building code and inspection knowledge to 

the city.  

 

Our building inspection division issued 

732 building permits along with 729 trade 

licenses and permits pertaining to 

mechanical, electrical, and plumbing.  

 

 

 

Storm Water/Code enforcement 

 

The City of Nichols Hills stormwater and 

code division provides enforcement and 

inspection of construction sites that impact 

stormwater. 

 

Stormwater/Code personnel inspect 

construction sites daily to ensure proper 

erosion control is in place and sites are staged 

in accordance with city code. We do weekly 

dry weather screenings to detect illicit 

discharges.  

 

An illicit discharge is defined as any 

discharge to the municipal separate storm 

sewer system that is not composed entirely of 

stormwater, except for discharges allowed 

under NPDES permit or waters used for 

firefighting operations. 

 

Nichols Hills believes public education 

and awareness is the key to compliance by 

printing new up to date stormwater literature, 

participating in local environmental events 

such as the Oklahoma Home and Garden 

Expo in which we were able to demonstrate 

to the public how stormwater impacts the 

environment using an interactive model. 

Nichols Hills Networks with (COSWA) 

Central Oklahoma Storm Water Alliance and 

(ODEQ) Oklahoma Department of 

Environmental Quality to maintain the 
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highest standards.  Stormwater/Code 

conducts daily inspections and has answered 

18 complaints this year. The Division also 

issued 90 warnings for violations regarding 

erosion control, tracked mud and grass 

clippings. 

 

Nichols Hills Stormwater/Code division 

has also been working with The City of 

Midwest City Household Waste Program. 

The City hosted an electronics recycling day 

in September, where a total of 2208 pounds 

of electronics recycling was gathered. 

 

Bond Projects Completed in 2021 

 

1. WC-1903 Water Line Improvements 

This project consisted of removing and replace the 12-inch water tower line along the 1700 block 

of West Wilshire Blvd. and along Stratford Drive to Westminster Place. 

 

2. WC-2001 Waterline Improvements 

This project added an 8-inch drain line and box to collect the elevated tower overflow water and 

carry it to the storm system. 

 

3. PC-2002 Paving Improvements to Penn. Ave. from Wilshire Blvd. to Westminster 

Pl. & 1600 Block of Drury Ln. 

This project consisted of removing the existing asphalt and concrete paving and replacing it with 

concrete paving. 

 

4. WC-2102 Nichols Hills Elevated Water Tower Painting 

This project consisted of power washing the City’s two elevated water tower, overcoating, and 

stenciling the existing lettering.
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Risk Manager  

  
Risk Management is any activity that 

involves the evaluation of, or comparison of, 

risks and the development, selection and 

implementation of control measures that 

change outcomes. 

       

Risk Management’s primary focus is 

to protect the City’s human and financial 

assets.  The Risk Manager, in collaboration 

with the City Manager and staff, identifies, 

analyzes, and evaluates risks to City assets 

and how best to eliminate or minimize those 

risks.  

       

Risk Management formulates and 

recommends policies with a view to reducing 

losses and insurance premiums. This includes 

general safety policies and procedures to be 

followed by city personnel in compliance 

with local, state, and federal regulations 

including safety training. The department 

investigates accidents and injuries involving 

employees and/or city equipment and 

conducts accident review meetings. 

 

Safety Policy Statement: The safety and 

health of all employees is the utmost 

importance to the City of Nichols Hills. We 

are committed to providing and maintaining 

a safe and healthy workplace by always 

following responsible practices and 

procedures and in all departments of the city.  

  

Sales/Use tax: 

      

One of the main priorities in Risk 

Management has been to take an active role 

in the sales and use tax remittance by 

suppliers and retailers who make deliveries 

into Nichols Hills. The sales and use tax on 

products and materials delivered to homes 

and construction sites are required to be 

credited to the City of Nichols Hills.  

       

Risk Management is responsible for 

keeping track of sales/use tax that is paid to 

Nichols Hills. A monthly spreadsheet of all 

sales tax is recorded and reported to the city 

manager. The Risk Manager also makes it a 

priority to check on local businesses, both 

new and old, making sure they are paying 

sales tax to the correct city. Sale/Point of 

Delivery is checked with the Oklahoma Tax 

Commission so they can send an agent to the 

business if something is observed that needs 

attention or corrected. Sales tax in 2021 

increased to $5,019,717.06 from 

$4,021,763.10 in 2020.  

 

Insurance and Claims:  

       

Risk Management is responsible for 

the annual insurance renewal such as 

Property; Inland Marine (Contractors 

Equipment, Radio Equipment, Fine Arts, 

etc.) Crime; Auto; General Liability; Law 

Enforcement; Employment-related liability; 

Umbrella Policy; Cyber Crimes; Pollution 

Liability (Fueling station) and Sales Tax 

Revenue protection. 

  

Property insurance is purchased to 

protect city buildings and assets from damage 

or loss caused by covered perils such as fire, 

theft, wind, and flood. The total insurable 

property values for the City are 

$14,982,713.00. Property insurance 

premiums for FY 2021 are $61,508.00. The 

property policy contains a $1,000.00 

deductible with coverage limits of 

$100,000.00. The city purchases excessive 

coverage in cases of catastrophic incidents. 

Coverage limits are $5,000,000 and covers 

business income, accounts receivable, 

valuable papers, theft, and earth movement.  
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The City purchased the following 

additional insurance in FY 2021: 

 

• Fine arts insurance with limits of 

$237,000. Coverage is provided for 

art throughout the city.  

• Crime insurance with limits of $100, 

000. Coverage is provided for 

employee theft, forgery, and other 

crime‐related losses. 

• Pollution liability insurance with 

limits of $2,000,000 with a $5,000.00 

deductible.  

• Cyber liability insurance with limits 

of $500,000 with a $5,000.00 

deductible.  

• Umbrella Policy to give the city extra 

coverage to help pay for costs that 

exceed liability policy limits. Limits 

are $1,000,000.00.  

General Liability/Auto coverage is 

purchased to protect against auto claims as 

well as coverage that can protect the city and 

employees from a variety of claims including 

bodily injury, property damage, personal 

injury and others that can arise from daily 

operations. G/L coverage contains a 

$1,000.00 deductible with coverage limits of 

$100,000.00 and auto coverage contains a 

$500.00 deductible with coverage limits 

under the Governmental Tort Claims Act 

limits.  

 

      Risk Management receives and 

investigates all tort claims filed against the 

City and works with the insurance carrier to 

defend and/or settle claims. The amount of 

tort claims filed decreased from 3 in 2020 to 

zero in 2021.  This is a great accomplishment 

and a great result of our employees being 

proactive and thorough with their job duties.  

      

 
 

 

 

Annual OSHA 300 Reports (Work-Related 

Injuries/Illnesses): 

 

   Risk Managements acts as a Workers’ 

Compensation advocate for the injured 

worker as they are recovering from an on-the-

job injury. Risk Management also act as 

liaisons between the City of Nichols Hills and 

the Workers’ Compensation Third Party 

Administrator, Consolidated Benefit 

Resources (CBR).  

 

  Risk Management is responsible for 

proper reporting of all on-the-job injuries, 

arranging for treatment of the injured 

employee, and proper reporting of all injury 

leave and record keeping of lost time. By law, 

these reports must be posted in all 

departments until April 2021 and sent to The 

Department of Labor. Public Works had one 

recordable injury in 2021. The Fire 

Department had one recordable injury in 

2021. Public Works had one recordable 

injury in 2021. Administration had no 

recordable injuries in 2021.  

 

Below is a comparison of the injuries 

from the last five years. As you can see, all 

departments are doing very well staying safe 

while doing their jobs. The average incident 

rates for recordable injuries in state and local 

government industries in 2020 was 3.5. This 
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data is based on government entities with 

employment size between 50-249.   

 

 
 

(OMAG) Workers’ Compensation: 

      

The City’s 2020-2021 workers’ 

compensation premium was $175,294. As a 

result of favorable workers’ compensation 

claims activity, the City had the opportunity 

to apply $55,512 from the City’s Escrow 

Account from the 17’-18’ FY plan year into 

the current workers’ compensation premium 

reducing it to $119,782. The City also 

received $6,247.30 for completing the 

OMAG Recognition program for FY 20-21.  

 

 

Causes of losses FY 2017-FY 2021 

 

 The graph below shows the 

breakdown of the causes of workers’ 

compensation claims over the last five  years. 

  

 
  

 

Total Cost of Claims FY17 – FY21 

 

 The figure below shows the total cost 

of workers’ compensation claims for the past 

five years.  Industry‐wide increases in 

temporary and permanent disability rates and 

medical costs in recent years have 

contributed to a gradual rise in costs.  

 

 
 

 

Accident Review Board: 

 

     The accident review board met four times 

this year. Two of the accidents involved 

public works and two accidents involved the 

fire department. One of the accidents was a 

no-fault accident; therefore the City 

subrogated for recovery of funds lost.    

 

Subrogation:  

 

Subrogation is the recovery of funds 

spent to repair or replace City assets damaged 

by negligent third parties. Examples are 

automobile collisions where third parties 

cause damage to City vehicles, traffic signals, 

or street signs. Recoveries in 2021 were 

$2559.33. Money recovered from third 

parties for City vehicle and property damage 

is deposited directly into the appropriate fund 

per City policy.   

 

Employee Safety Training: 

 

The Risk Manager provides monthly 

training for Public Works as well as training 

for all departments quarterly.  Risk 
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management also conducts new hire safety 

orientations. 

 

New 3M Class C, Type 1 vented hard 

hats were purchased for public works 

employees. These hard hats are lighter, 

cooler, and more secure because of the 

upgraded technology. The city also 

purchased each employee with clear and 

tinted safety glasses which attach to the hard 

hat which should eliminate lost or broken 

safety glasses. We also purchased a 3M 

SpeedGlas Welding helmet with a respirator 

and HEPA filter.  

 

 
 

OSHA requires employers to pay for 

personal protective equipment when it is used 

to comply with OSHA standards. These 

typically include hard hats, gloves, goggles, 

safety shoes, safety glasses, welding helmets 

and goggles, face shields, chemical 

protective equipment and fall protection 

equipment.  

 

 

 

 

 

 

 

 

Wellness:  

 

 
 

The City hosted three Covid-19 

vaccine clinics since the vaccines were 

released to emergency workers and 

supporting staff in late December 2020. Since 

that time, we had approximately 78% of 

employees receive the first two vaccinations. 

The booster shot was released in November 

2021, and we had approximately 40% of our 

employees received the booster at that time. 

The City also offered rapid Covid-19 testing 

as well as PPE supplies to employees to help 

minimize risk of spread of infection. The 

annual health screen and flu shots were 

offered again this year. We had 

approximately 62% of employees participate 

in the health screen and/or flu shot.  

 

Risk Management followed the 

pandemic actions and responsibilities written 

out in the Pandemic Response Plan. The City 

had a company disinfect the buildings and 

test touch points to attempt to cut down on 

Covid-19 cases as well as other viruses that 

are spread easily. This service continues 

currently.  

 

Misc.: 

      

The Risk Manager serves as the 

City’s United Way drive chairman. The 

United Way campaign raised a total donation 

amount of $2,200 from 16 employees for the 

2021 year.  

 

Risk Management is responsible for 

the random drug testing program as allowed 
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under the Cities Drug Testing Program. This 

past year, she coordinated seven pre-

employment drug screens, medical physicals, 

and safety orientations for all new hires, and  

scheduled eleven random drug tests and two  

alcohol tests for CDL commercial drivers 

according to policy.  

 

 Due to the ice storm in October 2020, 

the Emergency Manager and Risk Manager 

began the process of the completing FEMA’s 

Public Assistance Program. Public 

Assistance begins with the Declaration 

Process when an area has received a 

Presidential declaration of an emergency or 

major disaster. The federal share of 

assistance is 75 percent of the eligible cost. 

Nichols Hills estimated costs due to the ice 

storm disaster was $1,107,653.47. FEMA 

reimbursed the City $823,938.47.  
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Information Systems  

 
In 2021, a lot of effort went into making 

technology more resilient and secure. With 

cybercrime quickly becoming common in 

government, substantial time and effort have 

made technology more secure and resilient. For 

the last several years, the Information Systems 

Department has been working towards making 

our technology systems more modern by 

purchasing new equipment and improving 

resilience by using new methods to duplicate and 

back up technology information and systems. 

  

Each of the two data centers operated by 

the City, one at City Hall and the other at Public 

Works, have electronic access control systems 

with video security cameras. The access control 

systems require the presence of a city-issued 

token or cards which identify the person assigned 

to the token. To access either data center requires 

official entry at one or more other secured access 

doors before entering the data center. Multiple 

security cameras are positioned throughout all 

City-owned buildings. Each data center has a 

video camera security system, and all cameras are 

monitored live 24/7, 365 days/year by Police 

Dispatch. 

  
The City's computer network has two 

Enterprise Level Firewalls that monitor and 

regulate all traffic within the network. The 

network includes a network analyzer that 

monitors and logs various management, security, 

and forensic-related information.  

  

Data from the Financial Reporting 

Systems is stored in the vendor's proprietary data 

structure on a separate applications server in our 

virtual system. The servers routinely receive 

software and security patches from an 

independent Patch Management System that 

manages, logs, and applies updates to the 

operating system and third-party software on all 

servers and workstations on the network. Systems 

use Windows Active Directory to authenticate 

users and user file permissions. The Financial 

Reporting Software also has its own user 

permission component that regulates permissions 

and user access on a more granular level. 

  

Multiple security systems scan and 

review every email before delivery into a user's 

email box. Emails first pass through an email 

firewall appliance that scans each email for its 

potential of being SPAM and scans it for any 

known threats, malware, or viruses. Once 

approved by this review, the email continues to 

the Email Server. It receives three additional 

reviews from three different software products 

for SPAM potential, known threats, malware, or 

viruses. Our email security system also includes 

a Sandbox Security device that opens and reviews 

all email attachments before delivering them to 

the recipient. After passing all of these reviews, 

the email gets delivered to the user's email box. It 

then receives a final evaluation by the 

workstation's endpoint security when opened by 

the user. All outgoing and incoming emails must 

meet standards such as SPF, DMARK, and 

DKIM. 

  
Each computer workstation has endpoint 

antivirus software installed on it. The endpoint 

software is of different manufacture than the 

other security software to ensure a broader new 

review of traffic from a different perspective. 

Local policies on the network enforce screen 

clearing and screen locking after 15 

minutes of inactivity at every workstation. 

  

The City has integrated data protection 

services at both Data Centers, including 

redundancy. Each location has an Integrated Data 

Protection Appliance. These systems provide 

backup, recovery, and data storage while 

maintaining data redundancy at both locations. 

Each data Center system has a complete data 

backup of both locations. Data from Financial 

Reporting Systems and Administrative files are 

backed up every two hours during regular 

business hours. Backup of the Police Records 

System occurs every two hours, 24 hours/day.  

  

Each new City employee attends 

mandatory Information Systems Orientation 

Training, which includes sessions on cyber 

security. At that meeting, employees are enrolled 
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in the City's "KnowBe4" Cyber Security Training 

program. This program includes mandatory 

annual audio and video training with exams and 

monthly email "phishing" exercises as cyber 

security training audits. The City maintains a host 

of Information Systems Policy and Procedures in 

the Nichols Hills Employee Manual. Included are 

policies on Internet usage, Email use, Password 

aging, Screen clearing and locking, and Social 

Media usage. 

  

A "Patch Management" system manages 

software updates for third-party and operating 

systems. Antivirus and malware detection 

software is set to receive hourly updates on virus 

and malware signatures and new threat 

information. This System pushes out software 

patches and security updates to all servers and 

workstations. The Patch Management system 

monitors this process and logs information on 

installed patches and updates. 

  

Nichols Hills participates in two 

federally funded security projects to help 

minimize our cyber security risk. The City 

participates in the MS-

ISAC Malicious Domain Blocking and Reporti

ng (MDBR) service. This secure DNS service 

prevents IT systems from connecting to harmful 

web domains, helping limit infections related to 

known malware and ransomware, phishing, and 

other cyberthreats.  For example, the MDBR 

service can block the vast majority of 

ransomware infections just by preventing the 

initial outreach to a ransomware delivery domain.  

  

  

The City also participates in 

the Nationwide Cybersecurity Review (NCSR), a 

no-cost, anonymous, annual self-assessment 

designed to measure gaps and capabilities of 

state, local, tribal and territorial governments' 

cybersecurity programs. It is based on the 

National Institute of Standards and Technology 

Cybersecurity Framework (NIST CSF), is 

sponsored by the Department of Homeland 

Security (DHS) and the Multi-State Information 

Sharing and Analysis Center® (MS-ISAC®). 

The NCSR evaluates cybersecurity maturity 

across the nation while directly providing 

actionable feedback and metrics to individual 

respondents in State, Local, Tribal & Territorial 

(SLTT) governments. Using the results, the 

NCSR, DHS delivers a bi-yearly anonymous 

summary report to Congress, providing a broad 

picture of the cybersecurity maturity across the 

SLTT communities. 

 


